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Emerging trends in cybersecurity

@ Insider threat

Cloud security e Insider threats have increased 44%

e Global spending on cloud services is over the past two years and more
expected to exceed $480 Billion in than 60% of cyberattacks are
20221 attributed to insiders3

e Emerging threats include e 90% of all data
misconfigured storage, incomplete breaches involve 90%
data deletion, and vulnerable phishing in some 0

cloud apps? capacity?

Cyberattacks
(Ransomware, phishing, malware, etc.)

600% 1

Rise in reported cybercrime during the
COVID pandemic?

— Business Email Compromise (BEC) incidents cost companies approximately
S % $6 million a year, and total losses have increased 41% since 2019

Automation and artificial intelligence (Al) Zero Trust security has emerged as a
will maximize the efficiency of more secure model for companies to
cybersecurity teams and help to alleviate control remote access.

the cyber resource shortage’ “Never Trust, Always Verify”8

Software vulnerabilities have increased year over year since 2018 with approximately
50% being considered high or critical risk in 2021°

Vendor security Cybersecurity Post quantum

51% of businesses skills gap computing

experienced a third- U.S Bureau of Labor Quantum computing

party vendor data Statistics projects market has grown
breach with an “Information Security approximately 30% with
average of $4.33 Analyst” will be the an estimated 2,000 to
million per breach'© 10th fastest growing 5,000 quantum
career over the next computers by 203012
10 yearst?
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